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Screen Lock/Pattern Unlock

Smartphone auf Tisch



Screen Lock/Pattern Unlock



Screen Lock/Pattern Unlock

Studie „Smudge Attacks on Smartphone Touch Screens“, 
Pennsylvania August 2010

“…we determined that 68 
percent of password smudge 
patterns are fully detectable, 
and 92 percent are partially
detectable.”



Was kann passieren,

wenn ich mein Smartphone

unbeaufsichtigt lasse?







Android Market Security?



Android Market Security??

Community ist
selbst verantwortlich!

Geschätzte Anzahl an Android Apps die NICHT in 
den Market kommen?

ca. 1 %



Android Market App Requirements:

1. Application must be signed
(validity period ends after 22 October 2033)

2. Application must define android:versionCode, 
android:versionName in its manifest

3. Application must define both an android:icon and an 
android:label attribute in the manifest.

Quelle: http://developer.android.com/guide/publishing/publishing.html



Android Market Responsibility:

Terms of Service:
"You agree that Google is not responsible
for any Product on the Market that
originates from a source other than Google“



Android Market Studie:

Android Market 
Threat Analysis
(von SMobile Systems)



68%
48,694

32%
22,914

Android Market Studie:

Apps Metadaten Aquirierung



Android Market Studie:

Permission Übersicht

Permission Name # of Apps Requesting the 
Permission 

ACCESS_COARSE_LOCATION 12,062

ACCESS_FINE_LOCATION 7,533

BRICK 9

CALL_PHONE 2,670

CALL_PRIVILEGED 103

GET_ACCOUNTS 312

INTERNET 34,636

PROCESS_OUTGOING_CALLS 274

READ_CALENDAR 500

READ_CONTACTS 4,203

READ_OWNER_DATA 200

READ_SMS 849

RECEIVE_MMS 107

RECEIVE_SMS 1,172

RECORD_AUDIO 876



Android Market Studie:

Permission Übersicht II

# Applications # Permissions

20,786 2

5,783 3

2,708 4

826 5

435 6

147 7

97 8

27 9

39 10

10 11
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Android Market Security Evidence:



Android Market Security Evidence:

"We recently learned that a fraudster
developed a rogue Android Smartphone app," 
the bank warned, "It creates a shell of mobile 
banking apps that tries to gain access to a 
consumer's financial information. Droid09 
launched this phishing attack from the Android 
Marketplace and it's since been removed." 



Zustand des Android Markets?



Android OS Security

Linux 2.6 + Java = Secure 
… right?









This vulnerability would make it possible for one 
application to download and launch additional 
applications from the [Android] Marketplace. 

To demonstrate this, Jon had also uploaded several 
other applications to Marketplace: Fake Contact 
Stealer, Fake Location Tracker, and Fake Toll Fraud. 
These would be launched by the Angry Birds trojan.





Android Rootkit



Android Rootkit

Wir haben ein Android-Rootkit auf Kernel-Ebene
entwickelt. Es kommt in Form eines nachladbaren 
Kernel-Moduls«. Läuft das Rootkit einmal auf einem 
Smartphone mit dem auf Linux basierenden Android, 
bekommt der Hacker sehr einfach die Kontrolle: 
Jemand ruft eine »Trigger Nummer« auf und bekommt 
über TCP den vollen Zugriff als Root auf dem Gerät



Android OS Security

Actually better than
„industry standard“



“The Android kernel used in the HTC 
Droid Incredible has about half the 
defects that would be expected for 
similar software of the same size.”

“Accountability for Android software 
integrity is fragmented. The problem is 
no different with Android than what we 
see across open source.”

Quelle: Coverty Scan: 2010 Open Source Integrity Report
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